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Brand Name: Apt Vigil

Category Name: Software for Forensic Data Mining Through OSINT Architecture

Model Name / Number: APT-VIGIL-OSINT-ENT

Product Name: Apt Vigil (A make in India initiative by an MSME Unit - Apt Software Avenues Pvt Ltd)
Date of Issue: 07/04/2026

1. Product Overview

Apt Vigil is a Al-based customized web scraping and OSINT software solution, including installation,
subscription-based usage, and support. It comes under category of Software for Forensic Data
Mining Through OSINT Architecture in GeM. The system enables secure, automated, and
customizable intelligence workflows for investigative and analytical use.

2. Product Category

e Software
e OSINT & Intelligence Analytics Platform
e Web-Based Application / On-Premise Deployment (choose applicable)

3. Key Functional Features

Open-Source Data Aggregation

Multi-source Monitoring

Advanced Search & Filtering

Keyword & Entity Tracking

Social Media Intelligence (Public Sources Only)
Report Generation (PDF/Excel /CSV)
Role-Based Access Control

Audit Logs & Activity Tracking

Dashboard & Analytics Visualization

Data Export & Archival
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4. Technical Specifications
Parameter Specification

Deployment Type: Web-based / On-Premise

Architecture: Multi-tier
Backend: Python
Database: PostgreSQL

0S Compatibility: Windows Server / Linux

Browser Support: Chrome, Edge, Firefox

API Support: REST API Enabled

Security: SSL Encryption, Role-based access
Authentication:  Username/Password

5. Compliance & Security

Data sourced only from publicly available platforms
No unauthorized data intrusion

Secure data storage

Access control mechanism

Audit trail enabled

6. OEM Details

Manufacturer:
Apt Software Avenues Pvt Ltd
Unit G302, City Centre, Block DC, Sec |, Salt Lake City, Kolkata 700064, WB, Bharat

West Bengal, India

Registered OEM on GeM
Country of Origin: India
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